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<핞퓶훊 믾쿮> <핞펾펂�읺 믾쿮> <픦욚 AI>
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<Fig1. AI 폲쭒윦읊 퓒 줊읺헏 뫃멷 폖킪 [1] > <Fig2. AI 폲쭒윦읊 퓒 싢힎� 뫃멷 폖킪>
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<Fig3. 헏샎헏 뫃멷 솧핟 풞읺>
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<Fig3. 헏샎헏 뫃멷 솧핟 풞읺>
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몒믾펺짷펂믾쩣
엶킪맒 콚푢 ̓, 헣솒 앋 줆헪 짪캫홂 짷펂믾쩣 훟 퓮핊멚 믊쫆헏핆 믾쩣,짷펂컿쁳핂 많핳 푾쿦헏샎헏 엶[4]

Gradient �헣 킪 짷펂컿쁳 줂엳Gradient픦 쪎  짷펂헏 뫊많 홂핺픒 헪킪힎킫흫윦픦 짷펂헏 푷 많쁳컿 헪킪
DefensiveDistillation[7]

풞쫆섾핂� 콞캏, Denoising졶슖펞 샎 AE 캫컿 킪짷펂컿쁳 줂엳
Perturbation픦 헪먾
 AE펞 힏헟헏핆 샎�

FeatureDenoising[3]
<Table1. 헏샎헏 뫃멷 짷펂믾쩣 힣>
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몒믾펺짷펂믾쩣

힏헟헏핆 헏샎헏 엶쫂삲 robustness ̕헏샎헏 robustness픦 맒헟킃
 킃킪맒 ̕

헏샎헏 엶+힎킫흫윦[8]
헏샎헏 엶 쿦  킃킪맒 ̓헣솒 앋 X,뫊헏핆 denoising  Robustness ̓

헏샎헏 엶+Denoising[9]
<Table2. 픃 짷펂믾쩣 힣>
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Teacher Model

Student Model(�홓칺푷 졶셆)

+
<Fig4. KDD-Net Training process>
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<Fig5. 헪팖졶셆(KDD-Net) 묺혾>
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Algorithm 1: Defensive Model Training Process based on Distillation
Require: Teacher Model T, Denoising Model D, Temperature �, �

1 � ← 10
2 � ← 0.8

3 for (x,y) in data do

4     |  ��	
�	� ←
�()

�

5 | ��	
�	 � ← � �

6     |  ��	
�	��������� � ←
�()

�

7 |  �������� ← � !	" !�#����(���������� � , ��	
�	�)

8 |  ����%&'� ← � !	" !�#%&'� ��	
�	� , (

9 |  ��)	 *!�	!��+	!�# ���� ← (1-�) �������� + � ����%&'�  �
,

10 | ��)	 *!�	!��+	!�# ���� .gradient_update()
11 end
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EpochOptimizer(Learning rate)Loss Function킃졶셆
300(Early Stop)Adam(1e-4)Cross-Entropy Loss찒묞 졶셆(CNN)
300(Early Stop)Adam(1e-4)Soft Distillation Loss(T=10, �=0.8)찒묞졶셆(힎킫흫윦)
300(Early Stop)Adam(1e-4)Soft Distillation Loss(T=10, �=0.8)KDD-NET(Ours)

<Table3. 졶셆펞 싾읆 킃혾멂>
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킲혾멂: 헪팖졶셆(KDD-Net)많읊 퓒 4맪픦 찒묞졶셆 묺�,K-fold Validation (K=5)옪 킲 힒
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<Table 5. 짷펂졶셆 컿쁳많>

짷펂컿뫃윮(%)뫃멷컿뫃윮(%)AccuracyF1-ScoreRecallPrecisionAttackDefenseMethodModel

33.566.50.918 (±0.010)0.917 (±0.010)0.918 (±0.010)0.919 (±0.011)False-

ResNet18[2]

0.253 (±0.023)0.254 (±0.019)0.253 (±0.023)0.259 (±0.015)True

31.768.30.819 (±0.007)0.819 (±0.007)0.819 (±0.007)0.822 (±0.007)FalseDN[3] 0.136 (±0.017)0.142 (±0.016)0.136 (±0.017)0.154 (±0.013)True

71.828.20.767 (±0.004)0.766 (±0.005)0.767 (±0.004)0.774 (±0.003)FalseADT[4] 0.484 (±0.004)0.484 (±0.008)0.484 (±0.004)0.495 (±0.006)True

72.028.00.770 (±0.004)0.769 (±0.004)0.770 (±0.004)0.773 (±0.003)FalseDN + ADT[6] 0.491 (±0.006)0.488 (±0.007)0.491 (±0.006)0.493 (±0.010)True

71.628.40.848 (±0.004)0.848 (±0.004)0.848 (±0.004)0.848 (±0.004)FalseKD[5] 0.564 (±0.009)0.567 (±0.009)0.564 (±0.009)0.573 (±0.009)True

72.727.30.847 (±0.002)0.847 (±0.002)0.847 (±0.002)0.848 (±0.002)FalseKD + DNKDD-Net(Proposed) 0.575 (±0.004)0.579 (±0.004)0.575 (±0.004)0.586 (±0.004)True
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<Table 6. 짷펂졶셆 Efficiency 많>

짷펂컿뫃윮 (%)Learning TimeModel ParameterDefenseMethodModel
33.51:06:2211.17M-

ResNet18[2]
31.71:11:4611.24MDN[3]
71.81:47:1311.17MADT[4]
72.01:47:4011.24MDN + ADT[6]
71.61:12:0611.17MKD[5]
72.71:12:3311.24MKD + DNKDD-Net(Proposed)
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<Fig5. 짷펂졶셆 맒 Efficiency 킪맏 Graph>
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