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: ABSTRACT The incidence of cancer among modern people has recently increased due 1o various reasons
such as eating habits, smoking, and drinking. Therefore, medical image analysis for effective disease
diagnosis is considered an extremely important diagnostic tool. In particular, endoscopy is used as a
representative sereening method for diagnosing diseases of the digestive system. However, it is quite
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of six models, ranging from relatively old deep-learning-based models to recently published approaches.
Additionally, 1o increase the number of medical data, which is generally insufficient, we applied data
augmentation using two adversarial generative neural network-based models. We wtilized Kvasir version
2data for the experi 1 that Incepti V3 showed the best i

when data augmentation based on a Star-GAN was applied experimentally. Furthermore, the approach also
exhibited good performance in terms of the FI-Score, which was used 1o evaluate the safety of the model.

Thus, we propose a disease classification automation model centered on safer performance. Journals .
.

: INDEX TERMS image colon disease ion, data genera-
tive adversarial network, digestive system image classification.

1. INTRODUCTION

The death rate from cancer has been steadi
According to data released by the National Stati
of South Korea, the number of cancer deaths in South Korea
in 2019 was 158.2 per 100,000 people. This is an increase
of 3.9 per 100,000 compared to the previous year, and an
increase of 17.7 per 100,000 compared to 10 years ago
(2009 = 140.5). In particular, according to the South Korea
Statistical Office, colorectal and breast cancer have the high-
est incidence in OECD member countries, and in many
East Asian countries, the incidence of cancer is expected

The associate editor coordinating the review of this manuscrips and

approving it for publication was Rajeswari Sundararajan’

10 increase owing to an increase in obesity and a western-
d diet. In the case of gastric cancer, the mortality rate
is gradually decreasing because the cure rate ha sed
owing to early treatment according te early cancer screening.
Early screening is the most effective method for reducing
the cancer mortality rate. Among them, endoscopy is 4 rep-
resentative method for the carly identification of cancer in
the digestive system. This is because endoscopy is essential
for diagnosing lesions in digestive organs, such as colon,
stomach, and esophageal cancers. Endoscopy is the most intu-
itive examination method for determining disease. However,
the damage is fatal if the early symptoms of the disease are
missed awing to envi factors, such as profici

and fatigue of the medical staff. Furthermore, as a result
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ABSTRACT

Recently, research knowledge distillation in artificial intelli-
gence (Al} has been actively conducted. In particular, data-efficient
image transformer (DeiT) is  representative transformer model us-
ing knowledge distilation i image clasification. However, DeiT's
safety against the patch unit's adversarial attacks was not veri-
fied. Furthermore, existing DeiT rescarch did not prove security
robustness against adversanal attacks. In order to venify the vulner-
ability of adversarial attacks, we conducted an attack using the fast
gradient sign method (FGSM) targeting the DeiT model based on
knowledge distillation. As a result of the experiment, an accuracy
of 93.99% was shown in DeiT verification based on Normal data
(Cifar-10). In contrast, when verified with abnormal data based on
FGSM (adversarial examples), the accuracy decreased by as 497 In
10.50% By pattern related
attacks, we confirmed that FGSM showed successful nnuk perfor-
mance through weight control of DeiT. Moreaver, we verified that
DeiT has security limitations for practical application.

CCS CONCEPTS
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1 INTRODUCTION

Tt ek o computer vican oty davp lenring vcdels by
ks (CNN) have b h

excellent yeﬂmmme[u] Hnwﬂrn rescarch on cum’nl(ﬂ vision

processing based on a transformer being actively carried out as the

tasks[13]. The most representative transformer model used in com-
‘puter vision is a vision transformer (ViT). ViT autperforms existing
CNN models by using encoder and class token[13]. However, ViT
requires a very large amount of data for pre-training. Therefore,
VAT has a limit that individual users cannot construct pre-training
Iy[12]. Toaddre:

image transformer (DeiT) was proposed[12]. The DeiT model is
based on a transformer that uses knowledge distillation, DeiT uses
the student model and teacher model, The student model efficiently
learns from the teacher model by output smoothing, When training
DeiT, the student model used ViT, and the teacher model used CNN
ving the low inductive bias pointed out as a limita-
ing ViT[12]. However, there may still be limitations
in that DeiT using ViT makes it vulnerable to adversarial attacks.
Furthermore, knowledge distillation’s security limitations have not
been verified. If that limitation exists, there is. significant difficulty
in the practical use of DeiT as an image classification model. Thus,
knowledge distillation’s vulnerability verification is required for
practical use. In this paper, we verified the DeiT model's security
rather than the performance verification of DeiT to solve the safety
problem of the unverified DeiT, We also analyzed whether ViT
vulnerabilities still exist in DeiT. For the security verification of
DeiT, we used an adversarial attack[10]. An adversanal attack is
considered the most representative attack in Al security currently.
Among them, we used fist gradient sign method (FGSM) technique
to ereate adversarial examples since FGSM is a baseline method
in the adversarial attack[3]. As a result of verifying DeiT with the
generated adversarial example, it induced a performance drop of
£3.49% and confirmed that DeiT has o rity vuls
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Abstract
In the field of computer vision, active research is conducted to improve model performance. The suc-
cessful application of transformer models in computer vision has led to the development of new models
that incorporate this structure. However, the security vulnerabilities of these new models against
adversarial attacks have not yet been thoroughly examined. This study investigated the adversarial
attack vulnerabilities of DeiT, a model that combines N and transformer models through knowledge
distillation technicu : propase th th only the teacher model (CNN model) information,
a fatal attack on DeiT is possible, defining this attack scenario as a pas e-box ronment.
ddit owing to the integration of both s local informatio: d the transform global
information, DeiT is more susceptible to attacks in a black-bax environment than other models. The
experimental results demonstrate that when adversarial examples (AEs) generated by the teacher
model are inserted into DeiT, Fast Gradient Sign Method (FGSM) causes a 46.49% decrease in aceu-
racy, Projected Gradient Descent (PGD) resu n a 65.59% decrease. Furthermore, in a black-box
environment, AEs generated by ViT a iT. Notably, both

ave detrimental effects on Dei
the CNN and former model SM attacks on DeiT, resulting in vulnerabil
of 70.49% and 53.50%, respectively. These findings the add bility of Dei
to black-box attacks. Moreover, it highlights that DeiT poses a greater risk in practical applications
compared to other models. Based on these vulnerabil ., we hope knowledge distillation research
with enhanced adversarial robustness will be actively conducted.

Keywords: Adversarial Attack, Adversarial Vulnerability, Knowledge Distillation, Data-efficient Image
Transformer

1 Introduction

With the practical use of artificial intelligence
(AI}, the importance of AT security has gradu-
ally been emphasized Bertino et al (2021). This

is due to the fact that when an Al model secu-
rity incident occurs, it can result in significant
consequences, such as data leaks from training
data or errors in Al model predictions Qiu et al

(2019). Particularly in fields where the importance
I is growing, the consequences of security
ents are even more cri n et al
(2019). Girdhar et al (2023), Fursov (2021),
Newaz et al (2020). (e autonomous driving,
financial data an Al healthcare, medical
Al). Therefore, securi ification in Al is very
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02 Adversarial Attack
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Adversarial Attack

ML ZZ{0[2t Deep-learning &2 20f| MCHA wZH(Adversarial Perturbation)2 M &850 ZEHC| LEFE ROt
ME| = ZAS 0p7[ot= 347[EHY

[ =] O 1

Class Logit
Classification Panda | 002 =)
Predicted: Tiger
Model Monkey 0.08
Tiger 0.8
Adversarial Example Bear 0.1

(AE)
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Defense Methods
HMOHA ZZ0f| h=E ol 7|H2 02t 22
HMO™ =3 SHE=HII|H = 22U = Xo| 7|H . e
i Sl il SNzt 42 1, B E o2 2H
Defensive ool o "
e o| Y S HO|X FIkIF =R BHS HA . L
D|st|[l;a]1t|on Gradl;?illg%_gl %*;1?5.1 é%ﬁ};g glﬂl |E A Gradient &8 Al 2H0{ 45 F&{3}
. SI=H0|E A
DI;?\i;cil;irr? Perturbation2| XA 015 £,
o > AEO| ZF Al hA

Denoising= =0il LSt AE 44 Al
ol ds FE3t

<Tablel. HtiXd 4 &o{7|H EF>
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03 Proposed Method

2 AT E=X[AEF +DenoisingS g2t 0] Z#(KDD-Net: Knowledge Distillation and Denoising Network)< x|t
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03 Proposed Method
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<Fig4. KDD-Net Training process>




Proposed Method

Kullback-Leibler
Divergence Loss

]7

A 4

Soft Distillation
Loss
(2=0.8)

i Adversarial Trained Resnet (Teacher) :
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03 Proposed Method

Aot (KDD-Net)2| Algorithm2 CHS ot 23

Algorithm 1: Defensive Model Training Process based on Distillation

Require: Teacher Model T, Denoising Model D, Temperature 7, A
17«10
21« 0.8

3for (x,y) in datado
r®)
T

5 | Outputp < D(x)

4 | Outputy «

T(x)
| Outputpistiyea p <« —

6
T
7 | lOSSsoft < Criterionsoft(ODistilled D> OutputT)
8 | lossygrg < criteriony,,.q(Outputp,y)
9 | softdistillation loss < (1-1) losSspf¢ + A L0SSpgrg T
10 |soft distillation loss .gradient_update()

11 end

2

16
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H|2tZE (KDD-Net)o| 0| ds Sy 212 L5 Z=5

(A) Denoising (B) Adversarial Training + Denoising (C) Knowledge Distillation + Denoising
(Proposed Method)
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04 Experimental Environment

JuT— o
SeletE: MYz A:

Windows 10, NVIDIA RTX 3090, Pytorch M| 2t 2 (KDD-Net) E7+E 23l 4712 H|m &2

H|O]E{All:
Cifar-10 G|O|E{ Al

b o (Leoaﬁgir:;gte)

ot

Hlm 2 Adam 300
(CNN) Cross-Entropy Loss (le-4) (Early Stop)

H| w22 Soft Distillation Loss Adam 300
(XA BF) (T=10, 2=0.8) (1e-4) (Early Stop)

KDD-NET Soft Distillation Loss Adam 300
(Ours) (T=10, 2=0.8) (le-4) (Early Stop)

<Table3. 2o 2 SH&ETAH>
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Defense

A k Precision R F1-Scor Accur
Method ttac ecisio ecall Score ccuracy
False 0.919 (+0.011) 0.918 (+0.010) 0.917 (£0.010) 0.918 (£0.010)
- 66.5 33.5
True 0.259 (+0.015) 0.253 (+0.023) 0.254 (+0.019) 0.253 (+0.023)
False 0.822 (#+0.007) 0.819 (#+0.007) 0.819 (£0.007) 0.819 (£0.007)
DN
(3] 68.3 31.7
True 0.154 (£0.013) 0.136 (£0.017) 0.142 (£0.016) 0.136 (£0.017)
ResNet18 ADT False 0.774 (+0.003) 0.767 (£0.004) 0.766 (+0.005) 0.767 (+0.004)
[2] (4] 28.2 71.8
True 0.495 (+0.006) 0.484 (+0.004) 0.484 (+0.008) 0.484 (+0.004)
False 0.773 (+0.003) 0.770 (£0.004) 0.769 (+0.004) 0.770 (+0.004)
DN + ADT
(6] 28.0 72.0
True 0.493 (£0.010) 0.491 (£0.006) 0.488 (£0.007) 0.491 (£0.006)
False 0.848 (£0.004) 0.848 (£0.004) 0.848 (£0.004) 0.848 (£0.004)
KD
(5] 28.4 71.6
True 0.573 (+0.009) 0.564 (+0.009) 0.567 (+0.009) 0.564 (+0.009)
False 0.848 (+0.002) 0.847 (+0.002) 0.847 (+0.002) 0.847 (+0.002)
(‘EPOD;'S‘L?) KD + DN 27.3 72.7
P True 0.586 (£0.004) 0.575 (£0.004) 0.579 (£0.004) 0.575 (£0.004)

<Table5. 2|2 HsHHI|>
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04 Experimental Evaluation

DY ABLS 93t efficiency 7[Ho| WO DY MSWIH= OIS HOH 2

Defense . .
Method Model Parameter Learning Time
; 11.17M 1:06:22 33,5
'[33? 11.24M 1:11:46 31.7
ResNetl8 ADT e
2] ] 11.17M 1:47:13 71.8
DN [+6]ADT 11.24M 1:47:40 72.0
?5? 11.17M 1:12:06 71.6
KDD-Net KD + DN 11.24M 1:12:33 72.7
(Proposed)

<Table 6. &Wo{ 2 & Efficiency H7t>




04 Experimental Evaluation

BE

ol AR
o o

Igs,

Q| st efficiency 7|2to| &t

72.8

72.6

72.4

722

72

71.8

71.6

71.4

71.2

71

107.13

Adversarial Training

107.4
72.06 7120
71.6
Knowledge Distillation ADT+Denoising

<Fig5. 2to] 2 & 7t Efficiency AlZ{3} Graph>
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05 Discussion & Conclusion
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